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ABSTRACT

The RSA algorithm is one of the most commonly used efficient cryptographic algorithms. It
provides the required amount of confidentiality, data integrity and privacy. This paper
integrates the RSA Algorithm with round-robin priority scheduling scheme in order to extend
the level of security and reduce the effectiveness of intrusion. It aims at obtaining minimal
overhead, increased throughput and privacy. In this method the user uses the RSA algorithm
and generates the encrypted messages that are sorted priority-wise and then sent. The receiver,
on receiving the messages decrypts them using the RSA algorithm according to their priority.
This method reduces the risk of man-in-middle attacks and timing attacks as the encrypted and
decrypted messages are further jumbled based on their priority. It also reduces the power
monitoring attack risk if a very small amount of information is exchanged. It raises the bar on
the standards of information security, ensuring more efficiency.
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1. INTRODUCTION

Message passing in a confidential manner is the key feature of any successful cryptographic
technique. Cryptography plays a major role in data protection and authenticity in applications
running in a system connected to a network. It allows people to communicate or transfer data
electronically without worries of deceit and deception (confidentially)in addition to ensuring the
integrity of the message and authenticity of the sender. There is a need for cryptographic
algorithms because of the exponential increase in electronic transfer of data in several fields such
as, e-commerce, banking, finance, etc. [1].

Cryptography is the science of devising methods that allow information to be sent in a secure
form in such a way that the only person able to retrieve this information is the intended recipient
[2]. Cryptanalysis is the science of analysing and breaking secure communication. Classical
cryptanalysis involves an interesting combination of analytical reasoning, application of
mathematical tools, pattern finding, patience, determination, and luck. Cryptanalysts are also
called attackers. Cryptology embraces both cryptography and cryptanalysis [3].
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Cryptography is broadly divided into two categories depending upon the Key; which is defined as
the rules used to convert an original text into encrypted text: - Symmetric Key Cryptography and
Asymmetric Key Cryptography [4]. In symmetric key cryptography, the encryption and
decryption are done using the same key (symmetric key). In asymmetric cryptography, encryption
and decryption are done using different keys.

The development of cryptographic techniques has resulted in a large number of ways to securely
communicate with a higher degree of efficiency and privacy.

This paper proposes the implementation of RSA algorithm with encryption according to priority
and cypher text transfer in parts, alternatively using round-robin technique.

2. CRYPTOGRAPHY

Cryptographic algorithms are classified based on the number of keys used as
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Figure 2. Types of Cryptography
2.1. Secret-Key Cryptography

In secret key crypto there is only one key. It is used for both encryption and decryption. A key
refers to any code that yields plain text when applied to cypher text.This key is shared by both
sender and receiver. If the key is disclosed the secrecy of the information is compromised. The
key is known to both the sender and the receiver, hence does not protect the sender from the
receiver forging a message & claiming is sent by sender. Lengthy keys are used to increase the
security and to decrease the chances of identifying the key through brute force. It is relatively
fast as it uses the same key for encryption and decryption [5]. However, more damage if can
occur if the key is compromised. When someone gets their hands on a symmetric key, they can
decrypt everything that was encrypted with that key. Since symmetric encryption is used for two-
way communication, both sender and receiver end data gets compromised.

2.2. Public-Key Cryptography

Public-key/ two-key/ asymmetric cryptography involves the use of two keys: a public-key, which
may be known to everyone, used to encrypt messages and verify signatures and a private-key,
known only to the recipient, used to decrypt messages and sign (create signatures). It is called
asymmetric cryptography because the key used to encrypt messages or verify signatures cannot
be used to decrypt messages or create signatures [5]. Asymmetric key cyphers increase the
security and convenience as private keys never have to be transmitted or revealed to anyone.
Public key encryption is slow compared to symmetric encryption. It is difficult to encrypt bulk
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messages. Interference by a third party results in a type of attack called man-in-middle attack.
Damages due loss of private key are mostly irreparable.

Digital signature is a mechanism by which a message is authenticated, proving that amessage is
definitely coming from a given sender, much like a signature on a paper document.
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Figure 2. Public Key Cryptosystems: Secrecy and Authentication

2.3. Hash Function

The Hash Function uses a mathematical transformation to irreversibly "encrypt" information. This
algorithm does not use keys for encryption and decryption of data. It rather uses a fixed-length
hash value which is computed based on some plaintext that makes it impossible for either the
contents or the length of the plaintext to be recovered. These algorithms are typically used to
provide a digital fingerprint of a file's contents, often used to ensure that the file has not been
altered by an intruder or virus. Hash functions are also commonly employed by many operating
systems to encrypt passwords to provide some amount of integrity to a file [6].

3. RSA CRYPTOGRAPHIC ALGORITHM

RSA stands forRon Rivest, Adi Shamir and Leonard Adlemanat MIT who first proposed a
description of the algorithm publically in 1977. It is a form of asymmetric cryptography.A user of
RSA creates and then publishes a public key based on the two large prime numbers, along with an
auxiliary value. The prime numbers must be kept secret. Anyone can use the public key to
encrypt a message, but with currently published methods, if the public key is large enough, only
someone with knowledge of the prime numbers can feasibly decode the message[7].

According to the patent issued by theDerwent World Patents Index, RSA algorithm is described
as: The system includes a communications channel coupled to at least one terminal having an
encoding device and to at least one terminal having a decoding device. A message-to-be-
transferred is enciphered to cipher text at the encoding terminal by encoding the message as a
number M in a predetermined set. That number is then raised to a first predetermined power
(associated with the intended receiver) and finally computed. The remainder or residue, C, is...
computed when the exponentiated number is divided by the product of two predetermined prime
numbers (associated with the intended receiver).
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algorithm show very minor difference in time taken for
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A cryptographically strong random number generator, which has been properly seeded with
adequate entropy, must be used to generate the primes p and q. An analysis comparing millions of
public keys gathered from the Internet was carried out in early 2012 by Arjen K. Lenstra, James
P. Hughes, Maxime Augier, Joppe W. Bos, Thorsten Kleinjung and Christophe Wachter. They
were able to factor 0.2% of the keys using only Euclid's algorithm [8][9].

4. PRIORITY SCHEDULING

CPU Scheduling [14] [15] is the basis of multi programming operating system. By switching the
CPU among processes, the operating system can make the computer more productive. Whenever
the CPU becomes idle, the operating system must select one of the processes in the ready queue
to be executed. This selection process is carried out by the Short-term Scheduler are CPU
Scheduler. It selects from all the processes in memory that are ready to execute and allocate the
CPU to one of them. The ready queue can be implemented using one of the scheduling algorithms

Scheduling is done in terms of priority in priority scheduling. Priorities are generally some fixed
range of numbers. However there is no general agreement on whether the smallest number has the
highest or lowest priority. Some systems use low numbers to represent low priority; others use
low numbers for high priority. This difference can lead to confusion.

Priorities can be defined either internally or externally. Internally defined priorities use some
measurable quantity or quantities to compute the priority of a process. External priorities are set
by criteria that are external to the Operating System.

Priority schedulingcan be either preemptive or nonpreemptive. When a process arrives at the
ready queue, its priority compared with the priority of the currently running process. A
preemptive priority-scheduling algorithm will preempt the CPU if the priority of the newly
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arrived process is higher than the priority of the currently running process. A nonpreemptive
priority-scheduling algorithm will simply put the new process at the head of the ready queue.

A major problem with priority-scheduling algorithms is indefinite blocking or starvation. A
solution to this problem is aging. It is the technique of gradually increasing the priority of
processes that wait in the system for a long time [15].

5. ROUND-ROBIN SCHEDULING

The round-robin scheduling algorithm is designed especially for time sharing systems. It is
similar to First Come First Serve scheduling, but preemption is added to switch between
processes. A small unit of time called a time quantum or time slice is defined. It is generally from
10 to 100 milliseconds. The ready queue is treated as a circular queue. The CPU scheduler goes
around the ready queue, allocating the CPU to each process for a time interval of up to one time
quantum.

To implement RR Scheduling the ready queue is kept as a FIFO queue of processes.New
processes are added to the tail of the ready queue, sets a timer to interrupt after one time quantum
and dispatches the process.

One of two things will then happen. The process may have a CPU burst of less than one quantum
In that case, the process itself will release the CPU voluntarily. Otherwise, the timer will go off
and will cause an interrupt in the operating system. A context switch will be executed and the
process will be put at the tail of the ready queue[10][14][15].

6. METHODOLOGY

The RSA Algorithm is used to create a private- public key pair. It is a type of asymmetric key
cryptography.

6.1. RSA Algorithm

The steps for implementation of RSA algorithm are given below

Get two integers, p and q from the user.

Check if p and q are prime. If prime, continue the process, else exit the code.

Calculate (p-1)*(g-1) and name it as ¢(n).

Calculate n=p*q.

Get an input e to act as private key, under the condition that 1<e<¢(n) and gcd(e, ¢ (n))
=1.(gcd-greatest common divisor)

6. Compute the value of d such that 1 <d <¢(n) and e.d =1 (mod ¢(n)).

NS

NOTE:

The public key is (n, e) and the private key is (n, d).
The values of p, q and ¢(n) are private.

‘e’ is the public or encryption exponent.

‘d’ is the private or decryption exponent.

Encryption:
The cypher text C is found by the equation 'C = M® mod n' where M is the original message.
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Decryption:
The message M can be found form the cypher text C by the equation 'M = C* mod n.
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Figure 4. Communication using RSA
6.2. Procedure

This paper proposes the RSA algorithm with some variations in its implementation that will
enhance the security of the information transfer. The proposed procedure is given below:

1. The input-prime numbers-(p,q) are obtained from the user.
2. nand ¢(n) are calculated.

3. All the co-prime numbers from 1 to ¢(n) are listed out and the user is allowed to choose
'e' from the given values, in addition to any data required for the normal implementation
of the RSA algorithm.

4. The private key is obtained by calculating’d’.

5. The message that has to be encrypted is obtained from the user along with the priorities
for various parts. The input message is split into low priority, medium priority and high
priority parts by the user.

6. The messages are encrypted (C = M® mod n) and sent to the receiver in parts using round-
robin technique. The receiver decrypts the split messages and joins them using the
proposed decryption algorithm which is essentially the reverse of the encryption
algorithm and uses the RSA algorithm's decryption technique (M=C® mod n), thus
obtaining the message.

7. A software is proposed to be provided for the implementation of this technique. The back
end is provided using java code
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Figure 5. Flowchart for proposed algorithm

7. RELATED WORK

The concepts of dual RSA involving message digest 5 and RSA algorithm to integrate these
algorithms effectively and work efficiently in order to provide high security for communication.
While the dual RSA mechanism provides a better security, it is takes a longer time to encrypt
and decrypt the blocks. The performance is similar to that of the original RSA algorithm, however
the encrypting standard of dual RSA is twice as much as that of RSA. Also, dual RSA has better
computation, memory and storage capacity. The RSA -dual algorithm achieves decryption 0.25
times faster than the original RSA. The main disadvantage is the time taken for the entire process.

Dual hybrid protection using RSA and DES algorithm through bluetoothidentifies the ways in
which file transfer through Bluetooth. A safe combination of security protocols that are the best
for wireless transfer of data via Bluetooth have been used, avoiding third party security attacks
much as possible. The Digital Signature Algorithm and RSA combination hybrid protocol
involves the usage of this combination to provide a stable and secure communication network
using the C language [11] [12] [13].

Many cases deal with the security constraints in cloud computing. Basic fiesel network is
described, analyzed and used along with the AES algorithm of encryption and decryption. This
combination is utilized efficiently to increase the security for cloud computing.
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The basic knowledge and information highlighting the concepts on cryptography and internet
security along with the scheduling concepts have played a major role in the formation of the
concept discussed in this paper. The main idea is to provide heightened security, integrity and
immunity against attacks.

7. CONCLUSION

This paper presents an effective method that combines techniques that can be used to successfully
communicate secretively in a network. The proposed algorithm reduces the effectiveness of
intrusion and brute-force attacks as only a part of the message will be available even if the
intruder interrupts any message and decrypts it. Also decrypting part of a message is not very
easy. It uses RSA Algorithm, one of the most effective and commonly used cryptographic
algorithms and adds more steps to it to reduce attacks. Side channel attacks will not be very
effective on this technique as the power levels and leakages that are used to identify the algorithm
used will vary from that of RSA algorithm. If an intruder is identified then the sending can be
stopped and so, he will not receive the whole message as the messages are sent in parts. This
therefore reduces the effectiveness of the man-in-middle attack. Thus, if combined with effective
methods to prevent side channel and man-in-middle attacks this algorithm will prove to be very
effective. This can also function effectively function as a software that can be used to
encrypt/decrypt messages.
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